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Abstract --

In newly emerging networks, securely and efficiently broadcasting to a remote cooperative group is a major problem. In this
paper, a novel key management approach is proposed to solve this problem. The new approach is a cross of existing
broadcast encryption and group key agreement. In this approach, each node maintains a public/secret key pair. By seeing the
public/secret key of the node, a sender can securely broadcast to any group. The proposed method is to enable send and leave
broadcast to remote cooperative groups. If the non intended members collude, they cannot extract any information from the
transmitted messages. The proposed approach provides efficient member deletion/addition, flexible rekeying strategies and

is also efficient in terms of communication.
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I. INTRODUCTION

In newly emerging networks, there is a
need to broadcast to remote cooperative groups
using encrypted transmission. Examples can be
found in remote group communication arising in
wireless mesh networks (WMNs), mobile ad hoc
networks (MANETS), vehicular ad hoc networks
(VANETS), etc. Wireless mesh networks (WMNSs)
are vigorously self-organized with the nodes in the
network automatically establishing an ad hoc
network and maintaining the mesh connectivity. It is
a multihop layered wireless network. WMN consists
of two different types of nodes: mesh routers and
mesh clients. Other than the routing capability for
gateway/bridge functions a mesh router contains
additional routing functions to support mesh
networking. Through the multi-hop
communications, the same coverage can be achieved
by a mesh router with much lower transmission
power.

To improve the flexibility of mesh
networking, a mesh router is usually equipped with
multiple wireless interfaces built on either the same
or different wireless access technologies.

MANET is a system, which is made up of
wireless mobile nodes. These nodes have wireless
transmission and  networking  characteristics.
MANETs are proposed to serve as an effective
networking system facilitating data trade between
mobile devices even without fixed infrastructures.
The MANETs applications include audio/video

conference and one-to-many data dissemination in
battlefield or disaster rescue scenarios [1].

VANETS are deployed in the near future. A
VANET consists of on-board units (OBUs) fixed in
vehicles serving as mobile computing nodes and
roadside units (RSUs) working as the information
infrastructure located in the critical points on the
road. Mobile vehicles form many groups in their
wireless communication range in the roads, and
through roadside infrastructures, vehicles can access
other networks such as Internet communication.
VANETs are designed for the primary goal of
improving traffic safety and the secondary goal of
providing value-added services to vehicles [5].

In the group communication scenario, the
common problem is to enable a sender to securely
transmit messages to a remote cooperative group. A
solution to the above problem must meet several
constraints. First, the sender is located in a remote
place and can be dynamic. Second, the transmission
may hybrid various networks including open
insecure networks before reaching the intended
recipients. Third, the communication from the group
nodes to the sender may be limited. The sender will
choose only a subset of the group as the intended
recipients. Furthermore, it is hard to resort to a fully
trusted third party for securing the communication.
In the above constraints, mitigating features are, that
the group nodes are cooperative and the
communication among them is local and efficient.
This paper exploits these mitigating features to
facilitate remote access control of group-oriented
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communications without relying on a fully trusted
third party.

A. Contribution

In this paper it includes three aspects. First,
the problem of securing transmission to remote
cooperative groups is formalized, in which the core
is to establish a one-to-many channel securely and
efficiently under certain constraints. Group key
agreement provides an efficient solution to secure
intragroup communication, but for a remote sender,
it requires the sender to stay online with the group
members simultaneously for multiple rounds of
interactions to negotiate a common secret session
key before transmitting any secret contents. This is
impossible for a remote sender who may be in a
different time zone. This is further deteriorated if the
sender is mobile or otherwise dynamic. Broadcast
encryption enables external senders to broadcast to
non cooperative members of a preset group without
requiring the sender to interact with the receivers
before transmitting secret contents, but it relies on a
centralized key server to generate and distribute
secret keys for each group node. This shows that: 1)
before a confidential broadcast channel is
established, confidential unicast channels from the
key server to each potential receiver have to be
constructed; and 2) the key server holding the secret
key of each receiver can read all the messages and
has to be fully trusted by any potential sender and
the group members.

B. Paper Organization

The rest of the paper is organized as
follows. In Section Il the system architecture is
shown. Section Il describes the proposed approach
for key management. Section 1V, V and VI describe
the modules, results and finally concludes the paper.

1. SYSTEM ARCHITECTURE

The system architecture is shown in Fig. 1.
The potential receivers are connected together with
well-organized local connections. Via
communication infrastructures, they can also
connect to the heterogeneous network. Each receiver
node has a public/secret key pair. The public key is
only certified by a certificate authority, but the
secret key is kept only by the receiver not known to
the certificate authority.
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Fig .1.System Architecture

The sender will retrieve the receiver’s
public key from the certificate authority and validate
the authenticity of the public key by checking its
certificate, which implies that no direct
communication from the receivers to the sender is
necessary. Then, the sender can send any secret
messages to any chosen subset of the receivers.

I11. KEY MANAGEMENT AND KEY
DISTRIBUTION
A. Proposed Approach
The proposed key management system
includes both the broadcast encryption systems [2]
and group key management systems [1].
Key Generation: The key generation parameters
include the individual node number and the total
number of members exists in the group. Thus
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public/secret key pair and the session keys are
generated. After the keys are generated,
distributions of keys are carried out for the
transmission of messages.

Encryption: After the keys are distributed to the
group member, members can start to transmit the
messages. The sender will encrypt the message and
forward it to the receiver. To encrypt the data sender
will retrieve the receiver’s public key from the
certificate authority; it checks and validates the
certificate.

Decryption: The receiver will decrypt the data by
using the session key which is distributed by the
sender.

B. Member Organization

The key management (i.e., group Kkey
agreement or broadcast encryption) schemes
organize the wusers in a tree-based structure.
However, it is preferable to organize them in a chain
and then use the sender to close the chain to form a
logical ring. The chain can be formed by ordering
the users by the least important bits of their unique
public keys, and then a ring is formed by closing the
chain with the sender.

C. Member Deletion/Addition

In the existing group key agreement system
to exclude a group member or enroll a new member
it includes several rounds of communication among
the members are required before the sender securely
broadcast to the receiver set. In the proposed system
it is simple for a sender to exclude a group member
by deleting the public key of the member from the
public key chain. To insert a user as a new member
by inserting that user’s public key into the proper
position of the public key chain of the receivers.
After the deletion/addition is carried out, a new ring
structure is formed. After a member gets deleted its
public key will be deleted from the certificate
authority. Thus deleted member cannot read the
previous transmission.

IV. MODULES

The proposed approach includes the
following modules: User authentication, Group
creation and provide keys, Join group and leave the
group, rekeying and storage.

A. User Authentication

New node can join to the group and able to
transfer messages. Once a member is added to the
group its public/secret key will be created and the
public key is send to the certificate authority for the
checking purpose.

B. Group Creation and Provide keys

A group will be created to join the nodes
for broadcast transmission. Once a group is created
nodes will join to the group. Each node should have
a public/secret key pair and the keys are verified and
validated by the certificate authority. Only the
public keys are known by the certificate authority
but the secret key is kept only by the receiver. The
certificate authority validates the key by checking its
certificate. The sender will retrieve receiver’s public
key from the certificate authority and start
transmission. Session key is created and sent by the
sender. Sender will encrypt the message and also it
sends the secret session key to the recipient for
secure transmission. The receiver will decrypt the
session key which is placed in the header and also
the encrypted message.

C. Join and Leave the group

A new member can join to the group and
sends its public key to the certificate authority, it
validates by checking its certificate. Also member
can get deleted from the group; once a member is
deleted its public key also gets deleted. Deleted
member cannot read the group transmission
messages. Joining and leaving a member from the
group is easier in the proposed approach.

D. Rekeying and storage

Each member has its own public/secret key
for secure transmission. The keys are updated
automatically by fetching its group name from the
remote group. The transmission to the remote group
is fast in the proposed approach using the novel key
management approach.

V. EXPERIMENTAL RESULTS

In the proposed approach a new key
management  system is used for secure
communication. A new member can join and also
existing member can get deleted from the group.
The keys are updated automatically by using the
group member. The keys are distributed before
starting the transmissions. Group is created to join
the node, sender will encrypt the message and the
session key is placed in the header. The receiver will
decrypt the key and also the encrypted message. In
the receiver side the sender node, transmission times
are displayed.

VI. CONCLUSION
In this paper a new key management
approach is proposed to enable send-and-leave
broadcasts to remote cooperative groups without
relying on a fully trusted third party. The proposed
approach provides efficient member
deletion/addition, flexible rekeying strategies and is
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also efficient in terms of computation and
communication.
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